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REQUEST ID LINKING MODULES...
EQUES :
SOURCE SYS : PHYSCAL-3 J CORE

TARGET SY : RESEARCH-NET ANALYTICS
TARGET SYS STORAGE

Vv
DATA SET : QNTM_SIM_V2.DAT v
PRIORITY : NORMAL \:{ :Egﬁgﬁ‘{
AUTH CODE : 7F3K-9LOP v COMPLETE

bd SCHEDULE : 03/14/1989 02:00

STATUS : PENDING

CHECKSUM: MISMATCH
VERIFICATION: FAILED
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People do.




I realized the greatest
vulnerabilities aren’t
in the code.
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! Present day.
l| Vantage Precision Tooling.
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PEOPLE.
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I Forty-two employees.
Millions in daily transactions.
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Mr. Pabrai.
Thanks for coming.
We've got the boardroom
ready for you.
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PEOPLE. L [ We appreciate ecfirst
PRECISION. ‘| [ = k. stepping in for our
A STRONGER - annual refresher.
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Everyone passed
the phishing awareness
training last spring.
We just need this box
checked for this year.

N &ﬁg&%&e The illusion of security.
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AT NUN [ A checked box
PEOPLE. A A" doesn't stop
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Our people are smart, Ali.
Just run through the slides
and give them the quiz.

VANTAGE
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I’'m not here to give
a lecture. Keep the
projector off.

Excuse me? Then how
do you plan to train them?
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The real perimeter
isn’t a firewall.

| want you to walk
the floor with me.
Both shifts.

Fine. But let's
make it quick.

| PEOPLE.
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This is how your
data actually flows.
Through trust.

Every transaction
relies on assuming the
person on the other end
is who they say they are. 4
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< James Carter

» j.carter@vantage-tooling.com
&r Urgent: Wire Transfer Request

in a hoodie. It sounds
exactly like someone
you know.




It used my name.
It sounded just like
how I write.
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Y It feeds on politeness S _ N orOPLE
and urgency. It wants you V7 . S

to act fast and ask By B PRECISION. ‘
no questions. /B Vel . A STRONGER

TOMORROW.

So... how do we
stop it?
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We introduce friction.
You slow down. You verify

: : ' sfer
every wire transfer with b\f@e T',-an protocol
a phone call. Verification Fr
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- Sarah? Yes, | sent

e R the email. Why are you
calling me about VANTAGE

this now? M : PRECISION TOOLING

GLOBAL
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. R It's the new
Innovations _ protocol, sir. | have
Teamwork - to hear your voice
Growth - S ] to authorize

vl sy the transfer.

i Verification caused friction. %Br
Staff felt accused. '
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Mr. Pabrai...
| got an email
yesterday.

It looked like HR.
I.. | almost clicked
the link before
| realized.

I'm sorry.




Thank you
for telling us.

e

_— ~ I ] Being fooled
PEOPLE. ! ";.':' | isn't the failure.
PRECISION. - " | Staying quiet is. .
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The attacker needs you
to be polite. Be curious
instead.
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Weeks later. =
5:45 PM on a Friday. [g

Sarah, it's me.

I'm stuck abroad.

I need you to wire

the vendor funds immediately
or we lose the contract.

Please, Sarah. -
Do this for me quickly.
It's urgent.

It feeds on urgency
and politeness.




l... | need
to verify this.




.| Monday morning. | S55
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Sarah. You called
my personal cell on

Friday night to ) VANTAGE

verify that wire.
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| had a bad feeling
about the first call.

It was the right call.
Thank you.
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awareness.
_'__'_________.__




Deception wears a familiar face.
But the light of truth reveals all.
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